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Prakticke vystupy z
projektu PROKI

Pavel Basta ¢ pavel.basta@nic.cz - 1.06.2016
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Motivace PROKI

e Potreba automatizované rozesilat informace o
bezpecnostnich incidentech tykajicich se siti v
CR
e Verejne i neverejneé zdroje
e Sluzba pro spravce z koncovych siti

e Potreba hlubsiho pochopeni vyznamu incidentu

e Turris router

e Pochopeni jiz znamych incidentu — ldentifikace
dosud nezjisténych problému

e |dentifikace problematickych IP
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Casti systému

e Sbér bezpecénostnich incidentu

e IntelMQ

- Open source

- Snadna tvorba vlastnich modulu
- Duraz na modularitu

- Moznost obohacovani dat

e Upozornovani subjektu

e Pouze informace relevantni pro CR
e Agregace informaci do jedné zpravy
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Casti systému

e Trvale uloziste a analyza udalosti

e Elasticsearch + Kibana

— Dlouhodobeé ulozeni dat
- Jednoduche analyticke funkce

— Dalsi obohaceni dat (PassiveDNS, proces IH,
Virustotal.com, IP reputacCni systemy) —
vyhledavani vztaht mezi incidenty, dohledavani
dalSich souvislosti, historie incidentu na IP adrese
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Legend ©
@ abuse-ch-feodo-tracke...

@ alienvault

@ alienvauli-otx

@ autoshun

@ néstomp

@ blocklist-de-ssh

@ taichung

@ blocklist-de-apache

@ blocklist-de-brute-force...

@ blocklist-de-imap
@ blocklist-de-mail

@ turris-greylist

@ openbl

@ blocklist-de-ftp

@ malcOde-ip-blacklist

@ vxvault
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S total

2.0.109.133.248 i address information

@ Geolocation

Country cZ

Autonomous System

&= Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.

2016-01-16 mygbee
2016-01-10  mojeglol

2016-01-06 hva248.

A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.
4/66 2016-02-07 17:51:47  hitpx/ 09.133.248/

2/66 2016-02-05 13:16:57 hitps 109.133.248:444/

2/66 2016-02-04 11:48:31 hitps 109.133.248:444/dridex/220/c2-node/

2/66 2016-02-01 13:16:30 hitps 109.133.248: 444/ 61l Er il w=my v (=}

2/66 2016-01-22 04:54:16  hitps 109.133.248/
2/66 2016-01-15 12:32:03  http:/. 09.133.248:444/

& Latest undetected files that were downloaded from this IP address

Latest files that are not detected by any antivirus solution and were downloaded by VirusTotal from the IP address provided.

0/55 2015-12-21 14:21:35  4bfeS14f3c 0000761 3cavda0sc40f4a747e1boc8a22482f680ec3a097fh21cc3

.. CZMNIC
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Jnigue count or leed.name

Ll 30_nejblokovanejsich_cely_svet

10 Legend ©
@ alienvault
@ autoshun
9 @ blocklist-de-apache
@ blocklist-de-ssh
@ ci-army
8 ® danger-rulez
@ dragon-research-group...
@ openbl
7 @ taichung
® turris-greylist
@ blocklist-de-imap
& @ blocklist-de-mail
@ blocklist-de-brute-force...
5
4
3
2
1
0

1.89.87
1.83.98
42.230
51.198
39.239
30.5.29
31.170
3.42.46
53.132
3.64.97
66.146
93.102
35.93.3
?.50.39
53.197
1.165.4
36.242
3.47.90
'2.10.3
43.255
32.146
155.19
236.69
80.154
3.19.30
35.146
1.5.205
1.5.234
1.5.235

[
w
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LEFT RTYPE RIGHT
aawszjuu.info A 56.64.97
acldtsgf.info A 56.64.97
aebmayn.info A 56.64.97
ahwgxmm.info A 56.64.97
ajd=zru.info A 56.64.97
akfbjke.info A 56.64.97
anpvgug.info A 56.64.97
ant=xit.info A 56.64.97
aplrcbp.info A 56.64.97
apm 3qjyp.info A 56.64.97
asbojayg.info A 56.64.97
ato2voqt.info A 56.64.97
ayfdzrc.info A 56.64.97
azolpinz.info A 56.64.97
badnnri.info A 56.64.97
bavwehfm.info A 56.64.97 o the given IP address.
bicembyn.info A 56.64.97
bjewzvj.us A 56.64.97
bjiwechl.us A 56.64.97
bndosgs. us A 56.64.97
bnizxyi.us A 56.64.97
brxextd. info A 56.64.97
boaerbp.info A 56.64.97
braftam. us A || se.4.97

20150902 ccubfyo.info
201508-27 bicembyn.info
2015-08-26 cmzmkwz.info

2015-08-09 dbrimdg.info

Maore

A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.
1/63 2015-09-14 23:51:06 htip://aplrcbp.info/

1/63 2015-09-11 00:15:07  http://ddpstbg.us/

1/63 2015-08-27 04:48:53 http://bicembyn.info/

1/63 2015-08-26 23:46:40 http/cmzmkwz.infor

1/63 2015-08-08 23:51:06 http://ayfdzrc.info/

1/63 2015-06-20 00:07:33 htip://braftam.us/

1/63 2015-05-24 23:25:12 htip://bujeerbs.info/
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May 3rd 2016, 82:38:12.000

April 27th 2016, 06:00:54.000

[ —

7

source.ip: | 200 feed.url: https://www.tc.edu.tw/net/netflow/lkout/recent/30 feed.name: taichung feed.accuracy: 50 event description.text: C&C Server classification.taxono

my: Malicious Code classification.type: c&c raw: PHRkPjEwOTABL3RKP]xBZD48aWlnIHNyYz0il21tYwdlcy9mbGFncy9jeisnaWyYiIGFsdD@ilj48c3BhbiBzdHlsZTO1Y29sb3I6IG]sYWNrOyI+-MTO3L]MyL] EyNydyMDASLINw

YW4+PC907D48d60+QyZDIFNLcnZ1cjwvdGO+CiAgICAQICAGPHRKPUAI] +WL LeioreWum]jwvdG0+PHRKP] TWMTQtMDEEMDC gMTUBNDY6M] 08L3RKP] xDZDA4NDYuNZzwydGO-+C1iAgICAGICAGPHRKIHNGEeWx 1PSIjb2xve j pyZWQ71j 71sTHpi pYBL3R

kPjwwdHI+ICAQICAgICA= source.geolocation.latitude: 50.0983 source.geolocation.city: Prague source.geolocation.cc: CZ source.geolocation.longitude: 14.467 source.asn: 2,852 source.ne

7+h 2014 AR-AFR-24 AR +ime nheervation: Mav

Tanary 3Ird PR1E A7 3817 AR id- avRAnaYhedliNa?c  Ton +vnes: eyent indays intelmn-tect crnre-

+wunrk: 147 37 A A/1S Fime cnnreas

200 feed.url: stomp://n6stream.cert.pl:61614//exchange/nic.cz/*.*.%#.* feed.name: n6stomp destination.port: 6,667 classification.taxonomy: Malicious Code class

source.ip:
raw: eyljYXR1Z29yeSI6ICIjbmMilCAIY29uZmlkZWs]jZSI6ICTItZWRpdWO1LCAIZXhwaX]lcyI6ICIyMDEZL TABL TMWVDAWDjM20jABWIISICIzb3VyY2Ui0iAiaG

ification.identifier: c&c server classification.type: c&c
1kZGVuLjM5IiwgInRpbWUi01AIM)AXNLIOWNCOXOV(WMDozZNjowMloiLCAIZHBYenQi01iAZN}Y3LCALdHIWZSI6ICIibC11cGRhdGUILCALIaW)1i01ALYjgOMTYSNDNIOWIWMZhiZGY3Y jFmMDU2ZDAGYZY200A1LCALYWRkemVzcyIGIFt7ImNj IjogI

kNaIiwgImlwIjogIjEONy4zMidxMjcuMjAwIiwgImFzbiI6IDI4NTIOXXA= extra: {"feed id": "b8416943b9b038bdf7b1f056d04c6680"} source.geolocation.latitude: 50.083 source.geolocation.city: Prague

total

- - - - nhearvatinn-

BEE AR "R P address information

@ Geolocation

Country

Autonomous System

cZ

= Passive DNS replication

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.

Mo domains! VirusT

otal has never resolved any domain name to the IP address under consideration.

A Latest detected files that communicate with this IP address

Latest files submitted to VirusTotal that are detected by one or more antivirus solutions and communicate with the IP address provided when executed in

a sandboxed environment.

44/52  2014-06-03 23:20:16  29132c865b623585b24a068513c40871edcca

40051 2014-04-22 21:28:13  43b710581b813ac12a25f973052396d8d00baT4

4551 2014-03-31 02:58:10 7c4d7641ach14f2030f4d4e1d6b25fdb05f389E

® Blog | W Twitter | 3 contact@virustotal.com | 4 Google groups | & ToS | & Privacy policy
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& HTTP requests

URL: http cz/100minutfile56.gif

TYPE: GET

USER AGENT: Mozillad.0 (compatible; MSIE 6.0; Windows MT 5.1; SV1)
URL: h de/phpkittemplates.file56.gif

TYPE: GET

USER AGENT: Mozillad.0 (compatible; MSIE 6.0; Windows MT 5.1; SV1)
URL: defindex/templates/igal file56.gif

TYPE: GET

USER AGENT: Mozillad.0 (compatible; MSIE 6.0; Windows MT 5.1; SV1)
URL: .com.arfile56.gif

TYPE: GET

USER AGENT: Mozillad.0 (compatible; MSIE 6.0; Windows MT 5.1; SV1)
URL: .com.br/adminfile5e6.gif

TYPE: GET

USER AGENT: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)

@ DNS requests

we.cz (89.185.231.140)

Jidu.de (85.13.137.10)

ifkreisel.de (85.13.133.31)
tavomasieri.com.ar (200.58.112.50)

:E: B

naleca.com.br (69.27.32.114)

= TCP connections

.231.140:80
137.10:80
133.31:80
A12.50:80

32.114:80

= UDP communications

<MACHINE_DMS_SERVER=:53

.. CZMNIC
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A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.

2/67
2/67
2/67
2/67
2/67
2/67
3/66
1/63
1/63
2/63

Maore

2016-05-26 06:30:36
2016-05-26 06:29:17
2016-05-26 06:18:39
2016-05-25 15:14:00
2016-05-25 04:04:23
2016-05-19 16:10:00
2016-02-09 16:20:47
2015-06-06 01:43:08
2015-05-09 0&8:58:28
2015-05-09 08:37:16

asynet.cz/

A7
1.171:40443/dridex/120/c2/loader
A171/026'003\001

171:40443/

net.cz/e11.htm

net.cz/

net.cz/c11.htm

net.cz/c13.htm

&3 Latest detected files that were downloaded from this IP address

Latest files that are detected by at least one antivirus solution and were downloaded by VirusTotal from the IP address provided.
1654d58061582b6b62b6a06e0f10419bd222084c35332d3843ebbdad3ff2e282
2015-05-09 08:58:33 805f1f54d3abb708465d6d6d36aafeadcc1f1f66f438061cde001757a3f08c2f

10/53
9/57

2016-02-09 16:36:22

... CZMNIC
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A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.

2/67
3/67
1/67
1/67
9/68
1/67
1/66
1/66
1/66
1/66

More

2016-05-18 10:21:19
2016-05-12 15:22:36
2016-04-18 04:59:35
2016-04-07 18:33:32
2016-03-01 08:48:41
2016-02-16 16:18:35
2016-02-14 21:44:44
2016-02-14 17:17:54
2016-02-14 16:44:20
2016-02-13 16:49:13

cz/3181/gate7266-22/.do

cz/3181/gate5367-22/.do
cz/3181/gate34877-22/.do
cz/3181/gate9647-22/.do

... CZMNIC
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Dobry den,

dekuji za informace, podle vseho to bylo v dobe kdy jsme se potykali s
virem motherfucker.
Nyni wveskera zarizeni wykazuji jiz normalni chovani.

Dobry den,

nase technicka podpora kontaktovala zakaznika, aby provéiil sveé pocitace - nalezl spoustu
nakaz:

...Zakaznik provereoval pocitace, na jednom nasel 65 hrozeb, na dalsim 3 hrozby a na
poslednim 1 hrozbu. o vikendu to jeste bude resit, bude na to pravdepodobne potreba
specialni nastroj. Po 16.85. by jiz tedy nemelo zadne upozorneni chodit.

Dobry den,

jednalo se o hacknuty Wordpress, ktery nikdo neudrZoval. Ke zneuziti
serveru doslo s nejvétii pravdépodobnosti skrz néj.

Zakaznik vyéistil (i za mé vypada OK). S5tadi takto? Mate hlaseny jesté
néjake incidenty?

Dobry den,

skutecéné jsem véera na tomto serveru nasel napadenou prezentaci
WordPress.,

Klient prezentaci obnovil ze zalohy, zménil vSechna hesla a provedl

aktualizaci WP.
Vie wvypada, Ze je jiZ v poradku.

Dobry den,

zakaznika jsem dohledal, s tim, ze ma zavirovany pocitac vicemene souhlasil.
Prislibil odvirovani, pripadne reinstalaci windows.
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Dalsi plany

e Pridani informaci z BotnetFeed GovCERT.CZ

e Integrace dat z externich sluzeb
e Virustotal, PassiveDNS, Shodan
e Exit node Tor

e \Vyhledavani potencialné napadenych
koncovych zarizeni

e Routery, ICS (SCADA, PLC), NAS (Synology)
* Preneseni systému na vykonnegjsi hardware
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PROKI

PREDIKCE A OCHRANA
PRED KYBERNETICKYMI
INCIDENTY

B ZEIME RmEP

55:;.;555 MINISTIRSTUO: SHTRA {FFICII(I}" (VI20152020026) je realizovan v ramci Programu

Projekt ,,Predikce a ochrana pfed kybernetickymi incidenty
bezpecnostniho vyzkumu CR na léta 2015 - 2020.
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Dekuji za pozornost

Pavel Basta ¢ pavel.basta@nic.cz
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